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This document contains answers to a series of questions related to security and software
management in JASP. Additional information is available on

https://jasp-stats.org/faa/,

https://jasp-stats.org/info/, https://www.jasp-services.com/validation/, and https://www.jasp-
services.com/security/.

A. Data Management and Localization
A1. Where is data stored during processing?

On the user’'s computer. JASP is a local application. In the future we may offer an online version
but this will be an additional option rather than a replacement.

A2. Does JASP process and store data exclusively locally on the user's system, without
automatically uploading it to the cloud or external servers?

That is correct.
A3. Does JASP collect personal or usage data from users?
It does not.

A4. What types of information (e.g., IP address, browser type, user actions) are collected, if any,
and for what specific purpose?

None whatsoever. It does not run in a browser so nothing related to that could be collected.

A5. Is data transmitted (for example during installation, updates, or version checks) encrypted?
JASP has an option to check for updates, which requests information from a server and
compares that locally with the installed version. No information is sent back and this can be
disabled easily.

Recently we have added support for an online module library, which uses encryption in the
connection. However, no information is uploaded to the server, as the purpose of the encryption
is only to authenticate the server (TLS). It is disabled on demand through the same option to

“check for updates” mentioned above.

A6. What encryption protocol is used to protect these communications?
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Standard Transport Layer Security (TLS) via the https protocol.
B. Software and Execution Environment Security

B1. How does JASP prevent the execution of malicious code, such as from insecure R
packages, within its environment?

Under Windows, JASP is sandboxed. Any malicious code R code has no access to the
filesystem or the network.

B2. Is a sandbox environment used to isolate the execution of statistical code from the main
operating system?

Yes. There is an extensive description of the sandboxing process under https://jasp-
stats.org/fag/, “How does sandboxing help security?”

B3. Are software releases and installers digitally signed?
Yes.

B4. Does this signature guarantee the integrity and authentic origin of the downloaded
software?

Yes.

BS. How is the secure software development lifecycle (SSDLC) managed?

Due to the small size of our software development team this is managed on an ad-hoc basis.
Many other safeguards are in place; in addition, the modest size of the team also means that (a)
it is feasible to do proper code review, and (b) the threat of third-party infiltration of malicious

code is extremely low to begin with.

B6. Is the source code, being open-source and publicly available, subject to expert code
reviews before each release?

Yes. All code is peer-reviewed before being merged. Also, all accounts with permission to
merge code are protected by two-factor authentication.

B7. Are automated and manual tests (like unit tests) performed to validate the software and
prevent security regressions?

Yes. There is automatic code review for vulnerabilities via GitHub and there are numerous
JASP unit tests to verify outcomes and guard against regressions. These range from testing the
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analysis functions themselves, to loading data in the JASP application, and to full application
verification by comparing new and old outputs.

C. Compliance and Vulnerability Management

C1. Does JASP adhere to internationally recognized security standards or frameworks (e.g.,
OWASP Top Ten for application security)?

No we do not, but a cursory glance at (for instance) OWASP indicates that the focus of their
standards is at networked applications, with a focus on user- and admin-accounts. JASP has
none of these features and requires no network whatsoever.

C2. Are regular vulnerability assessments or penetration tests performed on the software?

JASP is a sandboxed, local application. The only aspect that could be hacked is the code base
itself; to prevent this from happening, we have manual and automatic code review, public code,
and unit tests. Once shipped, JASP is a local application.

C3. Is it possible to access a potential report (or a summary) of these assessments or the
HECVAT (Higher Education Community Vendor Assessment Toolkit) documentation, if
available?

Our HECVAT is available at https://jasp-stats.org/wp-
content/uploads/2025/10/HECVAT411.xIsx.

C4. Is there a documented policy or procedure for managing and disclosing vulnerabilities
(Vulnerability Disclosure Policy)?

There is not. The public nature of the code, the tests, and the local, sandboxed nature of the
program have not resulted in a particular vulnerability that needed to be reported. If ever such
an issue should arise, we can alert our users to this issue in the same way that we alert them to
potential bugs — for users who have given JASP explicit permission to do so, updates can warn
users about any particular issue.

C5. How are security patches communicated and resolved?

See C4.

C6. Does JASP have a report of any PEN/Vulnerability tests performed?

See C2.

For additional questions please contact the JASP Services BV at info@jasp-services.com.
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